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MNIATOTOBKA BUYUTEJIIB IHGOPMATHKH 10 ®OPMYBAHHA B YYHIB HABUYOK KIGEPBE3IIEKHU:
AKTYAJII3ALIIA TPOBJIEM TA IX MOXXJ/IMBI PILIEHHSA

AHomayisa. Y cmammi nodaemucsi aHanisz npobsemu nidzomosku eyumenie ingopmamuku 0o ¢opMy8aHHsl 8 y4HI8 HABUYOK
Kibep6e3neku. Y3azanibHeHHS1 HASIBHUX HAYKOBUX pe3y/bmamis dae ysieAeHHs npo 3azaabHi meHdeHyii ma npobsaemu e yiil eanysi:
HA20/10WYEMbCS HA Heo6Xi0HOCMI NOCMIliHO20 OHOB/1EHHs HABYA/ILHUX Npo2pam 3 iHgopmamuku ma kibepbe3neku, wjob timu 8 Hoz2y 3
pO38UMKOM MexHO/02ill ma cmaHdapmis; akyeHmyemucsi nompe6a NOEOHAHHS NPAKMUYHUX HABUYOK 3 (DyHOAMEeHMANbHUMU 3HAHHAMU 8
oceimi 3 Kibepbe3neku; nidkpeca0emucs 8axcausicms nedazo2ivHux i MemoouyHUX 3HaHb NopAd i3 npedMemHUMU 3HAHHAMU y nid2omoeyi
syumeaie iHgpopmamuku; onamyeaHHs IHHosauyiliHux yugpposux cmpameeiil UKAA0aHHs | HABYAHHA [Hopmamuku; 3miwaHull cnocié
B8UK/NAOAHHA Kypcie (oyHull, 2ibpudHull a6o oHAQlH) I pI3HOMAHIMHICMb Memodie HABYAHHS;, PO38UMOK MeMOJUYHOI KomMnemeHmHocmi
syumesie iHgopmamuku uvepe3 pi3Hi nidxodu do makozo po3eumMKy (cheykypcu, npozpamu Cmasicy8aHHs, HACMABHUYMEO, ChiibHe
N/IGHY8AHHS YPOKI8 ma pegdsieKcusHa npakmuka mowo). 3a pesysbmamamu aHaAizy chopmyabo8aHo pekomeHdayii wodo modepHizayii
npozpam nidzomoeku g4ume.ia 0151 GopMy8aHHsl 8 y4HI8 HABUUOK Kibepbe3neku: iHmezpayis 3micmogux mModyie 3 Kibepbe3neku 8 Kypcu 3
MemoOduKu Hag4aHHs1 iHhopmamuku; po3pobka Ut ynpogadiceHHs: cneyianizosaHux Kypcie 3 kibepbe3neku y oc8imubo-npogeciiiHi npozpamu
nidzomosku g4umesis; 8UKOPUCMAHHS YUPPOBUX [HCMPYyMeHmie ma MeXHO02il cuMyasiyii; cnpusiHHs nocmitiHoMy npogeciiiHomy
po38UMKy euumesie y 2a/ysi Kibepbesneku; CnpusiHHs cnienpayi ma oOMiHy 3HAHHAMU 3 PaxieysMu-npaKkmukamu 8 2a1y3i kibepbesneku;
npueedeHHs: HABYANLHUX NpozpaM hidzomoseku euumesie iHgopmamuku y eidnogionicmv do MixcHapoOHux cmaxdapmig y 2aaysi
Kibep6e3neku. Beaxcaemo nepcnekmusHumu nodaavii 00caidnceHHs: 051 8UBYEHHS] 3Micmy 0C8IMHIX npozpam nidzomosku euyumesie
iHpopmamuku, aHaniz egpekmusHocmi pi3HUX Memodie HABYAHHS 0.1 pO3GUMKY HABUYOK Kibepbe3neku y MallGymHix eyumenie
iHgpopmamuxku.

Kwuosi cnoea: suumeais ingpopmamuxku; Hasuuku Kibepbesneku; IT; oceimui npoepamu; npogeciiina nidcomoska; npodecitina
oceima.
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TRAINING OF COMPUTER SCIENCE TEACHERS FOR THE FORMATION OF CYBERSECURITY SKILLS
IN STUDENTS: ACTUALIZATION OF PROBLEMS AND THEIR POSSIBLE SOLUTIONS

Abstract. The article presents an analysis of the problem of preparing computer science teachers for the formation of cybersecurity
skills in students. The generalization of the available scientific results gives an idea of the general trends and problems in this field: the need
for constant updating of the curriculum in computer science and cybersecurity is emphasized to keep pace with the development of technologies
and standards; emphasizes the need to combine practical skills with fundamental knowledge in cybersecurity education; stresses the
importance of pedagogical and methodological knowledge along with subject knowledge in the training of computer science teachers;
mastering innovative digital strategies for teaching and learning computer science; a mixed way of teaching courses (face-to-face, hybrid or
online) and a variety of teaching methods; development of methodological competence of computer science teachers through different
approaches to such development (special courses, internship programs, mentoring, joint lesson planning and reflective practice, etc.). Based
on the results of the analysis, recommendations were formulated for the modernization of teacher training programs for the formation of
students’ cybersecurity skills: integration of content modules on cybersecurity into courses on methods of teaching computer science;
development and implementation of specialized cybersecurity courses in educational and professional teacher training programs; use of digital
tools and simulation technologies; promoting the continuous professional development of teachers in the field of cybersecurity; promoting
cooperation and knowledge exchange with cybersecurity practitioners; bringing computer science teacher training curricula in line with
international standards in the field of cybersecurity. We consider further research to be promising in studying the content of educational
programs for training computer science teachers and analyzing the effectiveness of various teaching methods for developing cybersecurity
skills in future computer science teachers.

Keywords: computer science teachers; cybersecurity skills; IT; educational programs; vocational training; vocational education.

Introduction. The rapid development of information technology has significantly increased the risks
associated with cybersecurity. Cyber threats are constantly evolving, exploiting new vulnerabilities and
creating constant challenges. These threats include data theft, phishing, ransomware, identity fraud, and other
malicious activities targeting individuals, organizations, and government agencies [9]. As active Internet and
digital tools users, young people are especially vulnerable to cyber threats [5]. They often face issues such as
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account hacking, phishing attacks, exposure to malicious content, and manipulation on social media platforms.
Many of these problems arise from a lack of awareness or understanding of basic cybersecurity practices.
Solving this problem requires active efforts to form the necessary cybersecurity skills in schoolchildren early
on. School, especially computer science classes, is a great platform for exposing students to secure digital
practices and cybersecurity fundamentals. However, for this process to be effective, teachers must be prepared
to teach these topics.

Analysis of current research. The scientific and pedagogical literature lacks specific details on the
titles and scope of courses directly aimed at developing cybersecurity skills within teacher training programs.
This gap in the literature highlights the need for more research and analysis of existing applications to identify
how cybersecurity is integrated into teacher training. However, several papers offer insights into related areas
indirectly contributing to developing cybersecurity skills. For example, in a discussion of network security
education [1] emphasizes the importance of "protecting hardware, information systems, and electronic data",
which are important cybersecurity objects. This suggests that network security courses can be essential
components of computer science teacher training in cybersecurity. The article also mentions the use of
"existing teacher knowledge frameworks" to analyze and improve "educator knowledge constructs" in network
security education [1], which indicates that a systematic approach to incorporating cybersecurity concepts into
teacher training is essential. In addition, the analysis of educators' digital competencies [8] touches on the
importance of "digital security and responsible use of the online environment in educational activities." This
suggests that digital literacy and online safety courses can improve teachers' cybersecurity awareness and
skills. At the same time, despite the apparent need, the analysis of modern professional training programs for
computer science teachers indicates significant gaps. These programs often do not contain unique components
aimed at developing competencies in the field of cybersecurity. As a result, future computer science teachers
are not sufficiently prepared to impart important knowledge to their students [17]. This gap highlights the
importance of in-depth cybersecurity training for computer science teachers. A proactive approach to
appropriate teacher training will enable them to respond effectively to new challenges, thereby contributing
to broader efforts to create digital security in the information society.

The article aims to actualize the problems of preparing computer science teachers to form students'
cybersecurity skills and formulate recommendations for their solutions.

Results. The available literature emphasizes the importance of mastering teaching methods. Still, it
does not directly address the formation of digital security skills in courses on the methods of teaching computer
science of these methods. For example, in [6] discusses the role of "methodological courses" in the formation
of pedagogical and methodological knowledge for future teachers of computer science but does not specify
whether these courses include the preparation of future teachers to master the concepts of digital security and
the formation of appropriate methodological skills of teachers. Similarly, [3] analyzes methods of teaching
computer science but focuses on general pedagogical approaches rather than specific strategies for teaching
and teaching digital security. The lack of clear attention to digital security in the computer science teaching
methods courses in each educational and professional program confirms the conclusion that there is
insufficient attention to training computer science teachers to develop students' digital security skills. The
available scientific literature primarily focuses on general pedagogical approaches and the content of
knowledge in computer science, ignoring specific pedagogical problems and strategies related to digital
security education. However, some works indirectly touch on related topics. While specific cybersecurity
courses are helpful, such as [7], integrating cybersecurity concepts into existing computer science courses can
also be effective. Researchers [4] argue that this may involve including security modules in programming
courses from databases and computer networks. This will provide a more holistic understanding of safety
principles. Their statement is based on the implementation of security modules in the CS2 course, which
demonstrated the feasibility and effectiveness of this approach. There is a lack of specific details in the scientific
literature regarding the titles and scope of courses dedicated to developing cybersecurity skills within teacher
training programs. However, we can focus on such courses' potential content and structure. A comprehensive
cybersecurity course for computer science teachers can cover various topics (Fig. 1).

Effective cybersecurity education requires a balanced approach combining fundamental knowledge
and practical skills [16]. Therefore, teacher training programs should provide educators with the opportunity
not only to learn the theoretical foundations of cybersecurity but also to apply these concepts in practical
settings [15]. This can include practical actions such as adjusting security settings, analyzing security
vulnerabilities, and responding to simulated cyberattacks. Research [16] emphasizes the importance of access
to "experimental bases, practical training laboratories, and a staff of teachers and researchers" to facilitate this
balance between theory and practice.

Along with subject knowledge, pedagogical training is important in training computer science teachers
[6]- Methodological courses should provide educators with the necessary pedagogical knowledge and skills to
effectively teach cybersecurity concepts. This may include learning different learning strategies, such as
project-based, inquiry-based, and collaborative learning, and adapting them to the specific context of
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cybersecurity education. Friend et al. [6] emphasize the importance of "methodological courses" as a source of
knowledge of "pedagogical and methodological content” for future teachers of computer science, emphasizing
the need for special pedagogical training within the framework of teacher training programs.

Security of computer networks

*This module can explore network topologies, network protocols, network security threats and vulnerabilities,
and network security techniques such as firewalls, intrusion detection systems, and virtual private networks

The data protection

*This module may cover data security principles, data encryption techniques, data backup and recovery
strategies, and data privacy regulations such as GDPR and CCPA

*This module can implement cryptographic algorithms, encryption and decryption methods, digital signatures,
and key management systems

*This module may explore the principles of ethical hacking, penetration testing techniques, vulnerability
assessment tools, and incident response procedures

Teaching students about cybersecurity

*This module can focus on the pedagogical aspects of teaching cybersecurity to students, covering topics such
as lesson content development, teaching methods and tools, and methods for assessing students'
cybersecurity knowledge and skills.

Fig. 1. Possible content of the cybersecurity course for computer science teachers

The concept of information and digital culture [18] and methodological competence, encompassing the
knowledge, skills, and abilities necessary for effective teaching, is especially relevant in teaching cybersecurity
students from a modern school. Computer science teachers must not only understand the concept of
cybersecurity but also have pedagogical knowledge to convey these concepts to students effectively. This
includes the ability to develop interesting educational activities and correctly assess students' understanding
[14] and the ability to adapt teaching strategies to meet the diverse needs of students. Researchers [15]
emphasize the importance of methodological competence, such as "goal setting, content selection, instructional
strategies, assessment methods, and adaptability," which are essential for effective cybersecurity education.

Integration of the content of digital security into courses of methods of teaching computer science
requires consideration of different pedagogical approaches [11]. Project-based learning, where students
participate in real-world cybersecurity projects, can effectively develop practical skills and problem-solving
abilities. Inquiry-based learning, where students explore cybersecurity issues and build their own solutions,
can foster critical thinking and analytical skills. Collaborative learning, where students work together on
cybersecurity tasks and projects, can foster teamwork and communication skills. Using case studies where
students analyze real-world cybersecurity incidents and develop response strategies can improve their
understanding of security threats and vulnerabilities. In addition, using gamified learning activities and
interactive simulations can make cybersecurity training more interesting and enjoyable.

Digital tools and technologies, such as virtual labs, simulations, and online platforms, can significantly
improve teacher cybersecurity training. These tools can provide engaging learning experiences by allowing
educators to explore cybersecurity concepts [2]. For example, virtual labs can simulate real-world
cyberattacks, providing teachers with hands-on experience analyzing security vulnerabilities and
implementing security measures. Using game technologies and interactive simulations can further increase
motivation to learn, making developing cybersecurity skills more effective and enjoyable.

Scholarly sources provide limited specific guidance on the forms, methods, and means of teaching that
directly contribute to developing teachers' cybersecurity skills. However, several papers discuss related
pedagogical approaches and technological tools that can be adapted for cybersecurity education. Thus, in [4],
the authors describe the use of Model-Eliciting Activities (MEAs) as a "problem-solving project” to help
students demonstrate their understanding of security concepts. This approach, which shifts teaching from a
teacher-centered approach to a student-centered approach, can be effectively used in teacher training
programs to engage them in active learning and application of cybersecurity principles. The study concludes
that a significant percentage of solutions developed by students demonstrated "creativity and suitability for
real-world applications” [4] and also testifies to the potential of MEAs in promoting the development of
practical cybersecurity skills.

In the article [1] mentions the use of "existing teacher knowledge frameworks" to analyze and improve
"teacher knowledge constructs” in network security education. This highlights the importance of using
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established pedagogical frameworks for teacher training and adapting them to the cybersecurity context.
Discussion in the document of "knowledge about curricula and pedagogical content of knowledge specific to
the teaching of network security” [1] is the starting point for developing a more comprehensive framework for
training cybersecurity teachers. The emphasis on digital competencies for educators suggests that integrating
digital tools and technologies into cybersecurity education can be beneficial. The proposed model of digital
competencies [8] can be expanded to include specific knowledge and skills in cybersecurity and using
appropriate digital tools. For example, virtual labs and simulations can provide teachers with hands-on
experience with cybersecurity scenarios.

A wide range of digital tools and technologies can be used to enhance the skills of computer science
teachers in cybersecurity. Virtual labs, like those offered by Cisco and other vendors, can provide realistic
simulations of network environments and cybersecurity scenarios. Penetration testing tools like Metasploit
and Nmap can allow teachers to practice ethical hacking and identify security vulnerabilities. Data analysis
tools like Splunk and Wireshark can help teachers analyze network traffic and identify security threats.
Additionally, online platforms like Cybrary and Coursera offer many cybersecurity courses and resources
teachers can access for professional development.

Discussion. The rapid development of technologies and threats to cybersecurity necessitates the
constant updating of educational programs for training teachers of computer science [16]. This requires a
proactive approach to developing an informatics teacher training program that includes regular revisions to
ensure content remains relevant and compliant with current industry standards and best practices. Scientists
emphasize that "cybersecurity curricula become obsolete too quickly" and therefore need frequent updates,
perhaps annually. Given the rapidly evolving nature of cybersecurity, continuous learning and professional
development in this field are essential for computer science teachers. Teacher training programs should
provide basic cybersecurity skills and encourage and support ongoing learning through workshops, online
courses, conferences, and professional communities. Scientists [16] emphasize the importance of lifelong
learning in cybersecurity.

Educational and professional teacher training programs could benefit from introducing specialized
courses focused on developing cybersecurity skills. These courses cover network security, data protection,
cryptography, ethical hacking, and incident response. The content should be adapted to the needs of computer
science teachers, emphasizing the pedagogical aspects of teaching these concepts to students. Current courses
in computer science teaching methodologies should be revised to include a digital security teaching
methodology that involves the study of modules on cybersecurity concepts, learning strategies, and assessment
methods. The use of project-based learning can be especially effective for this.

Cybersecurity training can be improved by integrating digital tools and technologies like virtual labs,
simulations, and online platforms. Teacher training programs should allow educators to participate in ongoing
learning through various channels [10]. Seminars and conferences offered by professional organizations such
as ISC2 and SANS can provide specialized training on specific cybersecurity topics. Online courses offered by
platforms such as edX and Udacity can offer flexible and affordable learning opportunities. Professional
certifications such as CompTIA Security+ and CISSP can demonstrate teachers' competence in cybersecurity
and enhance their professional qualifications. Attending conferences is a chance to get acquainted with positive
educational practices using digital tools [12]. Additionally, participating in online communities and forums,
such as r/cybersecurity on Reddit and the information security site Stack Exchange, can provide teachers with
access to knowledge and expertise from cybersecurity professionals. These tools can provide teachers with
hands-on experience with cybersecurity scenarios, analyzing security vulnerabilities, and implementing
security measures. Interactive learning environments and gamified learning activities can increase student
engagement and motivation.

Cybersecurity is an ever-evolving field that requires continuous learning and skill development.
Teacher training programs should encourage and support continuous professional development in
cybersecurity by providing access to workshops, online courses, conferences, and professional communities.
This may include partnering with cybersecurity organizations and industry experts to offer specialized training
opportunities for teachers. This can also be implemented through additional training in seminars, online
courses on cybersecurity, and the formation of self-development skills in formal learning. It should be noted
that the emphasis is on continuous learning in cybersecurity [16], indicating that teacher training programs
should provide basic cybersecurity skills and encourage continuous professional development in this area.

Creating opportunities for computer science teachers to share their experiences, best practices, and
resources related to cybersecurity education can be very beneficial. This can include creating online
communities, organizing workshops and conferences, and developing collaborative projects focused on
cybersecurity education. such as Google Classroom and Microsoft Teams, can facilitate communication and
collaboration between teachers. Shared repositories such as GitHub and GitLab can provide a platform for
sharing learning materials, lesson plans, and cybersecurity resources. Professional learning communities
organized by schools, districts, or professional organizations can provide a forum for teachers to discuss
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cybersecurity education issues and share best practices. In particular, the article [13] presents the features of
the choice of courses for the formation of information hygiene of students, which provide for the development
of cybersecurity skills. Additionally, mentoring programs, where experienced cybersecurity professionals
mentor computer science teachers, can provide valuable guidance and support. Hence, encouraging
collaboration and knowledge sharing among computer science teachers is essential to promote effective
cybersecurity education.

Regularly reviewing and updating computer science teacher training programs to align them with
international standards and cybersecurity best practices can ensure that teachers are equipped with the latest
knowledge and skills in the field and that their training meets global standards. This involves regularly
reviewing and updating curricula to reflect current trends and developments in cybersecurity. Organizations
such as ISO and NIST provide various resources and frameworks that can guide the development of
cybersecurity curriculums and ensure that teacher training programs meet global standards. Aligning
computer science teacher training curricula with international cybersecurity standards is essential to provide
teachers with the latest cybersecurity knowledge and skills. The ISO/IEC 27000 standard provides a
framework for information security management systems that can be used to develop cybersecurity training
programs. The NIST Cybersecurity Framework provides a set of standards, guidelines, and best practices for
managing cybersecurity risks, which can also be incorporated into teacher training programs. In addition,
ENISA (European Union Agency for Cybersecurity) offers a variety of resources and training materials that can
be used to improve cybersecurity education.

Conclusions. The study provides an idea of the general trends and problems in preparing computer
science teachers to form students' cybersecurity skills. Scientific research emphasizes the need for constant
updating of curricula in the field of IT, emphasizes the need to create practical skills in cybersecurity,
emphasizes the importance of future teachers mastering not only subject knowledge of cybersecurity but also
psychological, pedagogical, and methodological knowledge and skills to form cybersecurity skills in students;
mastering innovative digital strategies for teaching and learning computer science. Scientists note this as an
effective blended way of teaching courses and prove the effectiveness of various teaching methods. Some
scientific investigations emphasize the need to develop the methodological competence of computer science
teachers.

Based on the analysis of the literature provided, several recommendations can be made for the
modernization of teacher training programs for the formation of students' cybersecurity skills: integration of
cybersecurity into courses on teaching methods; development and implementation of specialized courses on
cybersecurity in the educational and professional teacher training program; use of digital tools and simulation
technologies; promotion of continuous professional development; teachers in the field of cybersecurity;
promoting collaboration and knowledge sharing with professionals; bringing curricula in line with
international standards. We consider further research to be promising in studying the content of educational
programs for training computer science teachers and analyzing the effectiveness of various teaching methods
for developing cybersecurity skills in future computer science teachers.
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